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Preface 
This document contains the specifications for the Datawell Waverider iBuoy Session Protocol 

for the DWR4 buoys. The protocol is designed to uphold the possibilities that were present in 

the MkIII iBuoy session protocol, and is extended with more functionality where appropriate.  

 

This document is intended for writing tools that interact with iBuoy at a low level – either 

interacting directly with the buoy or using the library’s routines. 

Structure of this document 
The document contains the following chapters: 

 

1. The generic conventions used in this document. 

2. The specifications of the Datawell Waverider iBuoy Session Protocol. 

3. The specifications of the Datawell iBuoy Session Protocol Command Format. 

4. The specification of the Datawell iBuoy Session communication. 

5. The specifications of all commands. 
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1 Conventions 
 

In order to properly read and maintain these specifications some conventions are used. This 

chapter explains the conventions used. 

1.1 Naming conventions 
The names of the new buoys are: 

 

DWR4  The successor of the DWR MkIII. 

GPS-DWR4 The successor of the DWR-G. 

Mk4  The combination of DWR4 and GPS-DWR4. 

MkIII  The combination of DWR MkIII, DWR-G and WR-SG. 

 

Next to the names of the buoys some other names are used, below is a mini-glossary explaining 

some of the terms which might be unclear: 

 

byte A group of eight bits. 

 

The next list shows some common abbreviations used in this document: 

 

DWTP Datawell Waverider Transmission Protocol 

1.2 Field conventions 
The protocol defines multiple commands and every command contains multiple fields. These 

fields are written in the text with a different font face to recognize whether the text refers to a 

field or not. 

 

Hexadecimal numeric values are preceded with the prefix “0x”. For example, the hexadecimal 

value 0x1A can be written for the decimal value 26. 

1.2.1 Extracting the field data 
The data transmitted in the protocol is regarded as an array of bytes. The bytes in these arrays 

are numbered according to their offset from the beginning of the array. This means an array of 4 

bytes has offsets: 0, 1, 2 and 3. 

 

1.2.1.1 Multi-byte fields 

In several cases a field consists of multiple bytes. In such cases, the bits each of the bytes spans 

are mentioned as well in curly braces. These bits are also shown as an offset and thus start at 

zero. So one byte has eight bits, with offsets 0 to 7. Bit 0 is the right most bit also known as the 

least significant bit. Table 1 shows the convention in a graphical way. 

 

These fields are then shown in a table, like for example Table 2. This table shows a message of 

102 bytes and with fields: Field 1, Data 0, Data 1 … Data 98 , and Data 99 . There are a few 

conventions used as listed below: 
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¶ In curly braces {} the closed range of the bits of the field stored in the byte. Curly braces 

are mentioned for the bytes of multi-byte fields. Where curly braces are not mentioned, 

(single byte fields), {7..0} is to be assumed for the field. 

¶ Sometimes, between square brackets [] the values of the field are shown. 

¶ An ellipse … is used to omit repeating items; this is done to reduce the size of the table. In 

this case only one field is repeated, but it can also be several fields. 

¶ After an ellipse the byte indices (the leftmost column) are no longer explicitly mentioned. 

 

Table 1. Shows how the bytes are stored  

in a field that uses two bytes. This method of numbering  

also applies to fields with more bytes. 

Byte 0 

Bit 15 Bit 14 Bit 13 Bit 12 Bit 11 Bit 10 Bit 9 Bit 8 

Byte 1 

Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0 

 

Table 2. An example of a table as  

used in this document. 

Byte  Content  

0 Field 1 {15..8 }  

1 Field 1 {7..0}  

2 Data 0 [0x02]  

3 Data 1 

é é 

 Data 98  

 Data 99  

 

When explaining a field, the meaning of a field, its range and coding value are specified. For 

ranges the common range conventions are used; round brackets () define an open range, square 

brackets []  define a closed range. For example [1, 10] means the numbers from, and including, 

1 to, and including, 10. This range can also be written as [1, 11), (0, 10] and (0, 11). 

 

Most fields contain a value that represents a number, in order to get the number the bits in the 

field need to be put in the proper position. Figure 1 shows an example of how to extract the 

data from Field 1 in a variable named field_1 . It also assumes the data is stored in an array 

named buffer. 

 

Figure 1. Extracting Field1 

from a command buffer. 

 

1.2.1.2 String 

This format has the following properties: 

 

¶ A string field either contains a fixed number of bytes used to store characters or if it is the 

last field within the command data bytes, it may have variable length which may be 

computed from the length field of the command 

¶ The order of the bytes in the message is the order of the characters in the string. 

¶ Every byte is one ASCII character. 

unsigned field_1 =  

  (buffer[0] << 8)  

| (buffer[1]);  
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¶ If the field is longer than the number of characters used the unused bytes in the field are set 

to the NUL (ASCII code 0) character. This means that a string shorter than the field is NUL 

terminated and a string as long as the field is not NUL terminated. 

¶ If the field has variable length, then a NUL terminator character is not to be added unless 

the command specifies it specifically. 

1.3 Document version number 
This document has a version number consisting of three parts, separated by a dot. The parts are 

called major, minor and patch. When a new version of the document is created one number is 

incremented. The number incremented indicates how compatible the new specifications are with 

the previous version. 

patch When this number increments there are only textual corrections and extensions, 

but the specifications itself do not change. This also means there is no need to modify 

the software. 

minor When this number increments, the patch number is set to zero. Increasing this 

number indicates the library is still backwards compatible and can work without 

modifications, but will not use all features. The firmware in the buoy will change. For 

example: 

¶ A new option is added to an option list. This will not affect the software. It will not 

be able to show a name for the new type, but that is not a big issue. 

¶ A new command is defined. The software will not be able to decode the new 

command but will still work as expected for the older commands. 

¶ An existing command is retired. 

major Both the minor and patch number are set to zero. Increasing this number means 

both the library and the firmware in the buoy need to be modified. Once defined, a 

command can no longer be modified. So when for example a new field needs to be 

added to a command, a new command will be defined, now including the new field and 

the old message will no longer be used (deprecated first and retired after a certain 

transition period). This is not the same as a retirement and an addition, since the buoy 

will still provide the data, but it is found at another place. In this case the software needs 

to decode the new message in order to process the data. 
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2 Datawell iBuoy Session Protocol 
The Datawell iBuoy Session Protocol was created for the Mk4 buoys. 

 

The protocol has been rewritten with only functional compatibility in mind. At the level of the 

messages there is not much in common with the MkIII iBuoy session protocol. Therefore it is 

best to study this document in detail even if you are familiar with the previously existing 

protocol. 

 

Compared to the previous generation iBuoy session protocol, the most obvious differences are: 

 

¶ There is only one message format, which is binary. This is in order to save bandwidth. The  

Datawell iBuoy Session Protocol is not designed for manual interaction with the buoy 

using a terminal-like connection. 

¶ The message/command structure is different. For more information see chapter 3. 
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3 Datawell iBuoy Format 
The Datawell iBuoy Session Protocol is a session protocol where data is exchanged by 

command messages. Normally one site sends an action and expects a reply. The so-called 

sequence ID is the connection between an action and a reply. 

3.1 Command structure 
All commands share a common header. There are also data bytes. The number of data bytes and 

their meaning are specified for each specific command. 

3.1.1 Format 
The generic structure for the command packets is shown in Table 3. 

 

Table 3. Format for each of the command packets 

Byte  Contents  

0 Length {15..8}  

1 Length {7..0}  

2 Command ID  

3 Sequence ID  

4 Data 0 

5 Data 1 

é é 

n-2 Data n-3 

n-1 Data n-4 

 

The bytes with index 0…3 are understood to be the command header. The rest are the data 

bytes. 

 

The Length holds the number of data bytes within the command packet. This means that the 

Length  has to be set to the total number of bytes in the command packet, minus 4. So for 

example when a command does not contain data, Length  is set to 0. 

 

The Command ID  is the identifier for the command. 

 

Range:   [0, 255] 

 

The value can directly be used as an unsigned number. The Command ID  identifies the 

command used and explains how the data of the command needs to be interpreted. Table 4 in 

section 5.1lists the defined Command ID ’s. 

 

The Sequence ID  is an identification of the command packet. 

 
Range  [0, 255] 

Remark The value wraps at 255, so users need to make sure less than 255 active 

commands are executed at a time. 

 

The Sequence ID  is used to match actions and replies. The Sequence ID  of the reply is set 

equal to the Sequence ID  of the action it replies to. For more information about the 

Sequence ID  an its usage see section 4.1. 
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The Data n is the data of the command. The meaning and length of the data depends on the 

command and is explained in chapter 5. 

3.2 Command types 
There are six types of commands: 
 

¶ Session 

¶ Action 

¶ File 

¶ Config control 

¶ Config read 

¶ Config write 
 

Commands may be either initiated by the buoy or by the server. Which command may be 

initiated by which party is specified more in detail in section 5.1. 

 

Many commands require a response from the other party. At present, only the server will ever 

expect a reply to a command it initiated. There are no commands issued by the buoy which the 

buoy would expect a reply to. However, the specification does allow for such commands to be 

added in the future. 

 

The reply command can be a: 

 

¶ ACK with reply data 

¶ NAK with reply data 

3.2.1 Session 
Session commands are either used to start or end a session. The ACK and NAK commands also 

fall into this category. 

3.2.2 Action 
An action command is either initiated by the server or the buoy. This caterogy contains those 

commands that do not fall under any of the other categories. 

3.2.3 File 
File command’s directly interact with the buoy’s logger. These commands require a 

CompactFlash card to be present in the buoy. 

3.2.4 Config control 
This group of commands has commands to store and load the buoy’s configuration to/from non-

volatile memory. 

3.2.5 Config read 
This group contains the commands that are used to read the current configuration of the buoy. 

3.2.6 Config write 
This group contains the commands that are used change the current configuration settings of the 

buoy. If any setting is to be remembered after a reset of the buoy, then a ‘Save config’ command 

of command type ‘Config control’ has to be sent. For more detail, see section 5.10 . 
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4 Datawell iBuoy Session 
The communication for the iBuoy session is always initiated by the buoy. The protocol’s 

flowchart is detailed in Figure 2.  

 

 
Figure 2. Flowchart for an iBuoy session 

 

An iBuoy session makes specific use of the commands of type ‘session’, as described in the 

flowchart of Figure 2. These commands are: 

 

¶ Buoy connect 

¶ End of transmission 

¶ ACK 

¶ NAK 

 

4.1 Sequence ID 
The Sequence ID  was introduced in section 3.1.1. It was defined to be the connection 

between a command and the response to that command.  

 

When e.g. the server wishes to send a command, within the control flow as defined in chapter 0, 

it needs to choose a Sequence ID  for it. Let’s call it s. 

Buoy connects to server 

Buoy sends ‘Buoy connect’ containing 

buoy information. 

Buoy sends the requested DWTP data 

from its buffer. 

Server sends ‘End of transmission’ 

Server sends commands while buoy 

sends replies. 

Server disconnects 

Server has more commands? 

no 

yes 

Buoy sends ‘End of transmission’ 

Buoy sends commands while server 

sends replies. (*) 

(*) note: The protocol does allow a 
buoy to initiate a command/ request 

to the server. However, there are no 

commands that use this possibility at 
this time. 
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Then the next Sequence ID  to use can be determined by keeping track of s in the following 

manner: 

 

Every time you send a command that is not a reply (that is, ACK or NAK), with Sequence 

ID  s, after sending you should set 

 

 s =( s + 1) mod 256 

 

where mod refers to the modulo operation. Every time you receive a command, you should 

set 

 

 s = (Sequence ID  of the received command + 1) mod 256 

 

Every time after sending a command that IS a reply, (with Sequence ID  equal to that of the 

corresponding request), you should not change s, so 

 

 s = s 
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5 Defined commands 

5.1 Overview of the defined commands 
Table 4 gives an overview of the commands defined in the Datawell iBuoy Session Protocol. 

The sections below will give the definitions of these commands.  

 

Table 4. Overview of the defined Datawell Waverider iBuoy Session Protocol commands 

 
 

Status has one of the following values: 

 

a active; the command is still transmitted by new buoys. 

d deprecated; the command is still transmitted by new buoys, but about to be retired. The 

description of the command should mention whether or not there is a replacement 

command and the timeframe for its retirement. 

                                                      
1
 At present there are no commands where an ACK is expected from the buoy to the server. By 

specification this is allowed for future commands though.  
2
 At present there are no commands where a NAK is expected from the buoy to the server. By 

specification this is allowed for future commands though. 

Command 

type 

Command 

ID 

Description Status BS SB 

Session 0x00 Buoy connect a - x 

0x01 End of transmission a - - 

0x02 ACK a - -
1
 

0x03 NAK a - -
2
 

     

Action 0x10 Reset a x A 

0x11 DWTP a - A,N 

     

File 0x20 Get file list a x A,N 

0x21 Get file piece a x A,N 

     

Config 

control 

0x30 Save config a x A,N 

0x31 Recall config a x A,N 

     

Config read 0x40 Read transmission 

interval 

a x A 

0x41 Read dial string a x A 

0x42 Read hostname a x A 

0x43 Read port a x A 

     

Config write 0x60 Write transmission 

interval 

a x A 

0x61 Write dial string a x A 

0x62 Write hostname a x A 

0x63 Write port a x A 

     

Others Remaining 

ID’s 

Unknown command a N N 
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r retired; the command is not transmitted by new buoys. Older buoys in the field still can 

transmit the command, so the software still needs to support the command. 

 

BS tells about commands sent from the buoy to the server: 

 

x the command shall not be sent from buoy to server. 

- the command will not be replied to. 

A the command will generate an ACK as a reply when successful. 

N the command will generate a NAK as a reply when it failed. 

 

SB tells about commands sent from the server to the buoy: 

 

x the command shall not be sent from server to buoy. 

- the command will not be replied to. 

A the command will generate an ACK as a reply when successful. 

N the command will generate a NAK as a reply when it failed. 

 

Please note that every command, even if the table does not specify that the command may yield 

a NAK, may still yield a NAK response when it is a NAK with a NAK ID  that corresponds to 

the general NAK failure modes. (For more information, see section 5.5) 

5.2 Buoy connect 
Sender  Buoy 

Type Session 

On success <no response> 

On failure <no response: does not fail> 

 

After the buoy has initiated the connection with the server, this command is used to start the 

session. For more information see the flowchart in Figure 2 in chapter 0. 

 

Table 5. Format of the Buoy connect command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x00] 

3 Sequence ID 

4-13 Firmware version number 

14 Hatch UID {47..42} 

15 Hatch UID {39..32} 

16 Hatch UID {31..24} 

17 Hatch UID {23..16} 

18 Hatch UID {15..8} 

19 Hatch UID {7..0} 

20 Hull UID {47..42} 

21 Hull UID {39..32} 

22 Hull UID {31..24} 

23 Hull UID {23..16} 

24 Hull UID {15..8} 

25 Hull UID {7..0} 

26… Buoy ID 
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The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence I D is explained in section 3.1.1. 

 

The Firmware version number  is the string containing the firmware version used in the 

buoy. It is the same, fixed length string that would also be returned in the DWTP system 

messages (0xFC0, 0xFC1). For more information, see the MK4 DWTP specification [DWTP]. 

 

The Hatch UID  is a 48 bit unsigned number that is a unique ID for the buoy’s hatch. 

 

The Hull UID  is a 48 bit unsigned number that is a unique ID for the buoy’s hull. 

 

The Buoy ID  is a string containing the ID of the buoy. The length of the Buoy ID  field must 

lie in the range [0,32]. 

 

5.3 End of transmission 
Sender  Either buoy or server 

Type Session 

On success <no response> 

On failure <no response: does not fail> 

 

Whenever the buoy has no more commands to send to the server, or the server has no more 

commands to send to the buoy, the respective transmitting party will send this command. If the 

server receives an ‘End of transmission’, it has the opportunity to immediately terminate the 

connection when it determines there is nothing more to send to the buoy. For more information 

see the flowchart in Figure 2 in chapter 0. 

 

Table 6. Format of the End of transmission command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x00] 

2 Command ID [0x01] 

3 Sequence ID 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 
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5.4 ACK
3
 

Sender  Either buoy or server 

Type Session 

On success <no response> 

On failure <no response: does not fail> 

 

This is the answer-on-success command packet. If Table 4 in section 5.1 specifies an ‘A’ in the 

row for a message, then on success the message should be replied to with an ACK. 

 

Table 7. Format of the ACK command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID 

5… ACK data  

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  of the ACK command must be equal to the sequence ID of command that it 

is a response to. More information on the Sequence ID  can be found in section 3.1.1. 

 
Request command ID  must be set equal to the command ID this ACK is a response to. 

 

The ACK command may contain extra response data in ACK data , dependent on the command 

it is a response to. 

 

5.5 NAK
4
 and failure conditions 

Sender  Either buoy or server 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

This is the answer-on-failure command packet.  

 

The NAK command contains a NAK ID , which is an identification of the type of failure. The 

NAK command may contain further response data depending on the NAK ID. Though the 

protocol specifies this may be done, there are as of yet no NAK ID’s that make use of the 

possibility to send extra data with it. For now only NAK packets with Command ID , 

Sequence ID  and NAK ID , and with Length set to 2 are transmitted. 

 

                                                      
3
 The Command is called ACK, though ACK commands holding specific acknowledgement data will be 

referred to as ACK <description>. Each has Command ID  0x02, while <description> is the name of 

the command indicated by Request command ID .  
4
 The Command is called NAK, though the specific NAK Subcommands will be referred to with NAK 

<description>. Each has Command ID  0x03, while <description> is the name of the command 

indicated by Request command ID .  
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Table 8. Format of the NAK command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID 

6… NAK data  

 

The Length  is explained in section 3.1.1. 

 

The Command I D is explained in section 3.1.1. 

 

The Sequence ID  of the NAK command must be equal to the sequence ID of command that it 

is a response to. More information on the Sequence ID  can be found in section 3.1.1. 

 

Excluding the reserved values, the NAK ID  and Length  shall correspond to any of the 

specified values that are defined below in the subsequent section. 

 

Request command ID  must be set equal to the command ID this NAK is a response to. 

 

The NAK command may contain extra response data in NAK data , dependent on the command 

it is a response to. 

 

5.5.1 DISCONNECT 
Sender  Buoy 

Type Session: error condition 

 

The buoy may transmit the NAK command with NAK ID  DISCONNECT (that is, close the 

connection), when it is already sending an ACK command, and an unrecoverable error occurs. 

The commands where this could happen have this NAK ID listed in ‘On failure’. 

 

5.5.2 NAK with ID of general type 
A NAK with a NAK ID  of general type can be returned by all commands, irrespective of what 

is shown in Table 4. Table 9 lists the NAK ID’s of general type.  

 

Table 9. Overview of the general NAK ID’s 

NAK ID Description Length 

0x00 Unknown command 2 

0x01 Command length too short 2 

0x02 Command length too long 2 

0x03 Receive buffer overflow 2 

0x04 Transmit buffer overflow 2 

0x05 IO error 2 

0x06 – 0x1F Reserved for future use 
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5.5.2.1 NAK Unknown command 

Sender  Either buoy or server 

Type Session: NAK response 

On success <no response> 

On failure <no response: does not fail> 

 

When either the buoy or the server receives a command with an unknown command ID from the 

other party, then this NAK shall be sent as a response. 

 

Table 10. Format of the NAK 

Unknown command -command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x01] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x00] 
 

The Length  is explained in section 3.1.1. 
 

The Command ID  is explained in section 3.1.1. 
 

The Sequence ID  is explained in section 3.1.1. 
 

The Request command ID  is explained in section 5.5. 
 

The NAK ID  is explained in section 5.5. 

5.5.2.2 NAK Command length too short 

Sender  Either buoy or server 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

When either the buoy or the server receives a command that has Length smaller than the 

minimum length specified, then this NAK shall be sent as a response. 
 

There are two things that may lead to this NAK: 

o The command responded to requires a fixed length. However the Length field was set 

lower than that, implying the command was incorrectly formed. 

o If the command responded to has a variable length and the Length is less than the 

minimum allowed length. 
 

Table 11. Format of the NAK Command 

length too short command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x01] 
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The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

5.5.2.3 NAK Command length too long 

Sender  Either buoy or server 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

When either the buoy or the server receives a command that has Length greater than the 

maximum specified, then this NAK shall be sent as a response. 

 

There are two things that may lead to this NAK: 

o The command responded to requires a fixed length. However the Length field was set 

higher than that, implying the command was incorrectly formed. 

o If the command responded to has a variable length and the Length is higher than the 

maximum allowed length. 

 

Table 12. Format of the NAK Command 

length too long command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x02] 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

5.5.2.4 NAK Receive buffer overflow 

Sender  Buoy 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

This NAK is sent when the request sent did not fit in the receive buffer of the receiving party. 

This means that the command was not formed according to the specification in the first place, in 
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the sense that its Length field was too large: a retry of this same command will never be 

successful. 

 

Table 13. Format of the NAK Receive 

buffer overflow command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x03] 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

5.5.2.5 NAK Transmit buffer overflow 

Sender  Buoy 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

This NAK is sent when the request yielded more response data than could fit in an ACK 

command. There is no use for retrying the same command. 

 

Table 14. Format of the NAK Transmit 

buffer overflow command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x04] 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 
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5.5.2.6 NAK IO error 

Sender  Either buoy or server 

Type Session: NAK response 

On success <no response> 

On failure <no response: does not fail> 

 

When either the buoy or the server receives a command, and while executing the command an 

error occurs in the use of a hardware component (e.g. on the buoy’s CompactFlash or 

EEPROM, or on the server some database transaction), then this NAK shall be sent as a 

response. 

 

Table 15. Format of the NAK IO 

error command 

 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

5.5.3 NAK with command specific ID 
Command specific failure modes will be returned if Table 4 in section 5.1 specifies an ‘N’ in 

the column for a message. 

 

Table 16. Overview of the command specific NAK ID’s 

Command 

specific 

NAK ID’s 

NAK ID Description Length 

field for 

this NAK 

message 

 0x20 Bad configuration data 2 

0x21 Bad configuration index 2 

0x22 File does not exist 2 

0x23 File system not mounted 2 

0x24 – 0xFE Reserved for future use 

 

The command specific NAK ID’s are described in the subsequent sections. 

 

0xFF is never a valid value for NAK ID. 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x05] 
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5.5.3.1 NAK Bad configuration data 

Sender  Buoy 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

This NAK is specific to the Config command group, and is a response to any of the ‘Config 

write’ commands. If the error condition ‘Command length too short’ or ‘Command length too 

long’ is triggered as well, then the command length error condition has priority, while NAK Bad 

configuration data shall not be reported. When the configuration within the command does not 

comply with its specified bounds or syntax, then NAK Bad configuration data shall be sent as a 

response. The configuration will be left untouched when this happens. 

 

Table 17. Format of the NAK Bad 

configuration data command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x20] 

 

The Length  is explained in section 3.1.1. 
 

The Command ID  is explained in section 3.1.1. 
 

The Sequence ID  is explained in section 3.1.1. 
 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

5.5.3.2 NAK Bad configuration index 

Sender  Buoy 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

This NAK is specific to the Config command group, and is a response to any of the ‘Config 

write’ and ‘Config read’ commands that have a configuration index field. When an invalid 

configuration index is supplied, then NAK Bad configuration index is sent as a response. The 

configuration will be left untouched when this happens. 

 

Table 18. Format of the NAK Bad 

configuration index command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x03] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x21] 
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The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

5.5.3.3 NAK File system not mounted 
Sender  Buoy 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

If the mounting of the compact flash card failed (e.g. if it was not present), this response will be 

sent to a ‘Get file piece’ or to a ‘Get file list’ command. 

 

Table 19. Format of the NAK File 

system not mounted command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x22] 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

 

5.5.3.4 NAK File does not exist 
Sender  Buoy 

Type Session: NAK Response 

On success <no response> 

On failure <no response: does not fail> 

 

This NAK is returned when the requested file does not exist. 
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Table 20. Format of the NAK File 

does not exist command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID 

5 NAK ID [0x23] 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The NAK ID  is explained in section 5.5. 

5.6 Reset 
Sender  Server 

Type Action 

On success ACK General 

On failure <no response: will not fail> 

 

The reset command resets the buoy. The buoy will finish execution of the current session, and 

after the connection has been closed by the server or terminated by the buoy due to 

DISCONNECT, the reset will be executed. 

 

Table 21. Format of the Reset command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x00] 

2 Command ID [0x10] 

3 Sequence ID 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

5.7 DWTP 
Sender  Either buoy or server 

Type  Action 

On success If sender = server : ACK DWTP 

 If sender = buoy : <no response> 

On failure <no response: will not fail> 
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The DWTP command is used to send DWTP data. The buoy uses this command to send its 

pending data to the server. For more information see the flowchart in Figure 2 in chapter 0. 

 

The server uses this command in order to relay DWTP messages to the buoy. When the buoy 

receives DWTP messages, it will generate and return a DWTP stream to the server. The 

returned DWTP stream contains the responses to the received DWTP messages. If the received 

DWTP message does not generate a response, then an empty stream of DWTP data is returned. 

A DWTP command may only contain one single DWTP message as defined in the DWTP 

specification. A 0x7E separator byte, as defined in the DWTP specification, before and after the 

DWTP message is required. 

 

Table 22. Format of the DWTP command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x11] 

3 Sequence ID 

4… DWTP data 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

DWTP data  contains the DWTP data.  

5.7.1 ACK DWTP 
Sender  Buoy 

Type  Session: Response 

On success <no response> 

On failure <no response: does not fail> 

 

The ACK DWTP command holds the DWTP data that is generated by the previously received 

DWTP data. 

 

Table 23. Format of the ACK DWTP command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID [0x11] 

5… DWTP data 

 

The Length  is explained in section 3.1.1. 
 

The Command ID  is explained in section 3.1.1. 
 

The Sequence ID  is explained in section 3.1.1. 
 

The Request command ID  is explained in section 5.5. 
 

DWTP data  contains the DWTP data.  
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5.8 Get file list 
Sender  Server 

Type  File 

On success ACK Get file list 

On failure NAK File system not mounted 

 

The server can use this command to get a list of all files in the root directory of the 

CompactFlash card in the buoy. 

 

Table 24. Format of the Get file list command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x01] 

2 Command ID [0x20] 

3 Sequence ID 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

5.8.1 ACK Get file list 
Sender  Buoy 

Type  Session: Response 

On success <no response> 

On failure DISCONNECT 

 

On succesfull execution of the ‘Get file list’ commando, a list of files is returned in the 

following format: 

 

Table 25. Format of the ACK Get file list command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID [0x20] 

5… File list item0 

 … 

 File list itemn-1 

 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

Each File list item  has the format: 
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Table 26. Format of a File list item 

 

 

where Filename  is a string. The string itself is guaranteed not to contain any NUL (0x00) 

ASCII characters. This way the end of each File list item  can be recognized by encounter of 

the explicitly specified Zero terminat or  field. (While checking, care must be taken that it is 

in fact a zero terminator, and not part of the File size  field in the File list item ). 

 

File size holds the total number of bytes in this file. 

5.9 Get file piece 
Sender  Server 

Type File 

On success ACK Get file piece 

On failure NAK File system not mounted | NAK File does not exist | DISCONNECT 

 

When the buoy receives this command, it will return a block of data, at most 65534 bytes in 

size, from a desired file that has to reside on CompactFlash. 

 

Table 27. Format of the Get file piece command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x21] 

3 Sequence ID 

4 Offset in file {31..24} 

5 Offset in file {23..16} 

6 Offset in file {15..8} 

7 Offset in file {7..0} 

8 Number of bytes {15..8} 

9 Number of bytes {7..0} 

10…  Filename 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Offset in file  indicates where to start reading the file. The first byte of the file is located at 

offset 0. 

 

Range  [0, 2
32

) 

Remark If the offset is larger than or equal to the length of the file no data is returned. 

This is not an error condition. 

 

Byte Contents 

0 File size {31..24} 

1 File size {23..16} 

2 File size {15..8} 

3 File size {7..0} 

4… Filename 

 Zero terminator [0x00] 



 

34 

The Number of bytes  indicates how many bytes to read, starting at Offset in file .  

 

Range  [0, 65534] 

Remark Number of bytes  acts as a request. If less bytes are available it returns less 

bytes than requested, this is not an error condition. So if the goal is to get the 

remainder of the file starting at an offset, this value can be set to 65534. 

 

The Filename  is a string holds the name of the file whose contents to return. Its format must 

exactly equal a filename string that was received using the ‘Get file list’ command. 

5.9.1 ACK Get file piece 
Sender  Buoy 

Type Session: ACK Response 

On success <no response> 

On failure <no response: does not fail> 

 

On succesfull execution of the ‘Get file piece’ commando, (a part of) the requested file is 

returned in the following format: 

 

Table 28. Format of the Get file piece ACK command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID [0x21] 

5…  File data… 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The File data  is the data of the file. If the number of data bytes in the ACK command is less 

than the Number of bytes  field in the ‘Get file piece’ command, this means there is no file 

data beyond the requested block of file data. If the number of data bytes returned is zero, it 

means that the requested block of file data lies fully beyond the file contents. 

 

5.10 Save config 
Sender  Server 

Type Config control 

On success ACK General 

On failure NAK IO error 

 

This will save the buoy’s current configuration to non-volatile memory, so that they are still 

available after a reset of the buoy. 
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Table 29. Format of the Save config command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x00] 

2 Command ID [0x30] 

3 Sequence ID 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

5.11 Recall config 
Sender  Server 

Type Config control 

On success ACK General 

On failure <no response: does not fail> 

 

This will reset the buoy’s current configuration to the values as stored in the non-volatile 

memory of the buoy. 

 

Table 30. Format of the Recall config command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x00] 

2 Command ID [0x31] 

3 Sequence ID 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

5.12 Read transmission interval 
Sender  Server 

Type Config read 

On success ACK Read transmission interval 

On failure <no response: does not fail> 

 

Table 31. Format of the Read 

transmission interval command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x00] 

2 Command ID [0x40] 

3 Sequence ID 
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The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

This command is a request for the buoy’s current iBuoy transmission interval setting, which will 

be contained in the response. 

5.12.1 ACK Read transmission interval 
Sender Buoy 

Type Session: Response 

On success <no response> 

On failure <no response: does not fail> 

 

On succesfull execution of the ‘Read transmission interval’ commando, the transmission 

interval is returned in the following format: 

 

Table 32. Format of the ACK Read 

transmission interval command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x02] 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID [0x40] 

5 Transmission interval {7..0} 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The transmission interval determines how often the buoy will connect to the server. 

Transmission Interval  is the number of half hours between connections. So the value 1 

indicates 1 half hour, the value 2 indicates 1 hour, etc. Valid settings for the Transmission 

interval  are any of {1, 2, 3, 4, 6, 8, 12 and 48}. These values are chosen are such that a 24 hour 

period (a day) is divisible by these times so that the connection intervals is always the same. For 

more in-depth information about this setting and its use, see the Mk4 Reference Manual, [MK4]. 

5.13 Read dial string 
Sender  Server 

Type Config read 

On success ACK Read dial string 

On failure NAK Bad configuration index 

 

This command is requests the current dial string settings. 
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Table 33. Format of the Read dial string command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x01] 

2 Command ID [0x41] 

3 Sequence ID 

4 Configuration index 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

Configu ration index  tells which dial string you wish to read. The valid range is [0,1] 

 0 Requests the primary dial string 

1 Requests the backup dial string 

 

5.13.1 ACK Read dial string 
Sender Buoy 

Type Session: Response 

On success <no response> 

On failure <no response: does not fail> 

 

On succesfull execution of the ‘Read dial string’ commando, the requested dial string is 

returned in the following format: 

 

Table 34. Format of the ACK Read dial string command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID [0x41] 

5… Dial string… 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The Dial string  is a string with a length in the range [0,128]. This setting is used by the buoy in 

order to initialise the modem, and contains connection settings such as timeouts and login 

settings. For more in-depth information about this setting, its format and its use, see the Mk4 

Reference Manual, [MK4]. 
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5.14 Read hostname 
Sender  Server 

Type Config read 

On success ACK Read hostname 

On failure NAK Bad configuration index 

 

This command is a request for the current hostname setting. 

 

Table 35. Format of the Read hostname command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x01] 

2 Command ID [0x42] 

3 Sequence ID 

4 Configuration index 

 
 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 
Configuration index  tells which hostname you wish to read. The valid range is [0,1] 

 

 0 Requests the primary hostname 

1 Requests the backup hostname 

 

The response contains the current hostnamesetting: 

5.14.1 ACK Read hostname 
Sender Buoy 

Type Session: Response 

On success <no response> 

On failure <no response: does not fail> 

 

On succesfull execution of the ‘Read hostname’ commando, the requested hostname is returned 

in the following format: 

 

Table 36. Format of the ACK Read hostname command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID [0x42] 

5… Hostname… 
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The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

The Request command ID  is explained in section 5.5. 

 

The Host name  is a string with a length in the range [0,64]. This setting tells the modem which 

server on the internet to connect to. It may be an ip address (such as, for example, 

“92.111.223.12”). Alternatively it may contain a named host, such as “example.org”.  For more 

in-depth information about this setting, its format and its use, see the Mk4 Reference Manual, 

[MK4]. 

5.15 Read port 
Sender  Server 

Type Config read 

On success ACK Read port 

On failure NAK Bad configuration index 

 

This command is a request for the current port setting. 

 

Table 37. Format of the Read port command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x01] 

2 Command ID [0x43] 

3 Sequence ID 

4 Configuration index 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

Configuration index  tells which port number you wish to read. The valid range is [0,1] 

 

 0 Requests the primary port number 

1 Requests the backup port number 

 

The response contains the current port setting: 



 

40 

5.15.1 ACK Read port 
Sender  Buoy 

Type Session: Response 

On success <no response> 

On failure <no response: does not fail> 

 

On succesfull execution of the ‘Read port’ commando, the requested port is returned in the 

following format: 

 

Table 38. Format of the ACK Read port command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x03] 

2 Command ID [0x02] 

3 Sequence ID 

4 Request command ID [0x43] 

5 Port {15..8} 

6 Port {7..0} 

 

The Length  is explained in section 3.1.1. 
 

The Command ID  is explained in section 3.1.1. 
 

The Sequence ID  is explained in section 3.1.1. 
 

The Request command ID  is explained in section 5.5. 
 

The Port is an unsigned integer in the range [0,65535), that, in conjunction with the hostname 

setting specifies what TCP port to connect to on that host. For more in-depth information about 

this setting, and its use, see the Mk4 Reference Manual, [MK4]. 

5.16 Write transmission interval 
Sender  Server 

Type Config write 

On success ACK General 

On failure NAK Bad configuration data 

 

This command is used to change the transmission interval in the configuration of the buoy.  
 

Table 39. Format of the Write transmission interval command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x01] 

2 Command ID [0x60] 

3 Sequence ID 

4 Transmission interval {7..0} 
 

The Length  is explained in section 3.1.1. 
 

The Command ID  is explained in section 3.1.1. 
 

The Sequence ID  is explained in section 3.1.1. 
 

The Transmission interval  is explained in section 5.12.1. 
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5.17 Write dial string 
Sender  Server 

Type Config write 

On success ACK General 

On failure NAK Bad configuration index 

 

This command is used to change the dial string  in the configuration of the buoy.  

 

Table 40. Format of the Write dial string command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x61] 

3 Sequence ID 

4 Configuration index 

5… Dial string… 

 

The Length  is explained in section 3.1.1. 
 

The Command ID  is explained in section 3.1.1. 
 

The Sequence ID  is explained in section 3.1.1. 
 

Configuration index  tells which dial string you wish to write. The valid range is [0,1] 

 

 0 Writes the primary dial string 

1 Writes the backup dial string 

 

The Dial string  is explained in section 5.13.1. 

5.18 Write hostname 
Sender  Server 

Type Config write 

On success ACK General 

On failure NAK Bad configuration index 

 

This command is used to change the hostname  in the configuration of the buoy.  

 

Table 41. Format of the Write hostname command 

Byte Contents 

0 Length {15..8} 

1 Length {7..0} 

2 Command ID [0x62] 

3 Sequence ID 

4 Configuration index 

5… Hostname… 

 

The Length  is explained in section 3.1.1. 
 

The Command ID  is explained in section 3.1.1. 
 

The Sequence ID  is explained in section 3.1.1. 
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Configuration index  tells which dial string you wish to write. The valid range is [0,1] 

 

 0 Writes the primary dial string 

1 Writes the backup dial string 

 

The Host name  is explained in section 5.14.1. 

5.19 Write port 
Sender  Server 

Type Config write 

On success ACK General 

On failure NAK Bad configuration index 

 

This command is used to change the port  in the configuration of the buoy.  

 

Table 42. Format of the Write port command 

Byte Contents 

0 Length {15..8} [0x00] 

1 Length {7..0} [0x03] 

2 Command ID [0x63] 

3 Sequence ID 

4 Configuration index 

5 Port {15..8} 

6 Port {7..0} 

 

The Length  is explained in section 3.1.1. 

 

The Command ID  is explained in section 3.1.1. 

 

The Sequence ID  is explained in section 3.1.1. 

 

Configuration index  tells which dial string you wish to write. The valid range is [0,1] 

 

 0 Writes the primary dial string 

1 Writes the backup dial string 

 

The Host name  is explained in section 5.15.1. 
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